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ZYAAOIH MPOX®OPQN « Antivirus emrékraan adeiwv xpnong AoyiouikoU TpIETAS avavéwong 326 adeiwv kai
emékTaon 16 véwv adeiwv xpHong yia 1pia xpovia »

MPOYTOAOrIZOEIZAZ AATANHZ. 8.000 ,00 € cupTr. @.1m.0
I'lA TO FrENIKO NOZOKOMEIO KEPKYPAZX

CPV 48760000 -3

ZXET.: 1. N.2955/2001

2. N. 2286/ 1995 apBpo 2 1map. 1 £wg 11

3. N. 3329/2005 émrwg IoxUEl oruepa

4. N. 3580/2007 é1mrwg TpoTrotroiBnke Kail IoxUel ofuepa pe 1o N. 3846/2012

5. N.4412/2016

6.N 3861/2010

7 T.A. 80/2016

8. To ap. Mpwrt 23980/30/10/2020 TIPWTOYEVEC QiTNUO

9. Atmo@.A.% 35n¢-8¢éua 400/ 15-10-2020

10. AAA: p934690B3-Ek2 Amo®. AvaA 23463/23/10/2020 YTmroxpéwaong kail apiBu déoueuon 888/0

To levikd Noookopeio Képkupag dievepyei CUAAOYA TTPOCQOPWYV Yia TNV mpounbeia « Antivirus eTékTacn adeiwv
xpnong AoyiouikoU  1pIETrS avavéwaons 326 adeiwv Kai eTTEKTaon 16 véwv adeiwv xpnong yia 1pia xpovia » Omws

avaypd@ovTtal oto [MapdpTnua A Kal JE KPITAPIO KATAKUPWONG TN TTAE0V OCUN@EPOUCA ATTO OIKOVOUIKAG
amroyng mpoo@opd BAcEl TIMAG

O1 ouppeTéxovTeg Ba Tpétrel va TTpookopioouv YrelBuvn SAAwon Tou Ba ava@épouv OTI ATTOSEXOVTAI TOUG
6poug TNG £v AGyw GUAAOYKG .

MeTd TV avakoivwaon Tng Katakupwong, o avadoxog 0a mpookopioel DopoAoyikf) evnuePOTNTA,

Ac@aAIOTIKA EVNUEPOTNTA KaI AVTiypa@o TTOIVIKOU HNTpwou, 6Ad o€ 1I0XU Kal KaTapTigeTal n oXeTIKA ZUuBaon.

O1 Tpoo@opég TTou Ba kaTaTeBoUV Ba TTPETTEI VA TIEPIEXOUV TIMEC KATWTEPES ) TOUAAXIOTOV I0EC TOU TTAPATNPNTNEIOU
Tiywv 1NG EMY, yia 60a uAikd uttdpyouv KaTaxwpnuéva o autd Kal va €xouv SIAPKEIA I0XU0G TIPOCPOPAS VIa
TEOOEPIG UNVEG.

NAPAPTHMA A.
Antivirus eTTéktaon adeiwv xprong AoyiouikoU TPIETAS avavéwaons 326 adsiwv

Kal eTEKTaoN 16 vEwv adeiwv XpHiong yia 1pia xpovia

Yrootpién yia tig €\g TAATQOPLES AELTOVPYIKOV
cuoTnUdTOV:

- Microsoft Windows 7, 8, 10

- Microsoft Windows Server 2008(R2), 2012(R2), 2016

- Linux pe kernel 2.6.x ko vedtepa

-Mac OS X

- Android 5 1 vedtepo

AvvototnTa aviyvevong Kot kafopiopov OA@V Tov TOTmV
amelA®@V: viruses, malware, trojans, dialers, spyware, jokes,

Avvatdmra eE0ymYNG EVILOV TOKETOV [LE TO TPOYPOLLLLLOL
TPOCTAGING, GUVOEST JLUYEIPLONG, TOMTIKES KOt TNV AdELN
gvepyonoinong

Eeymplotd epyorelo aviyvevong TEPUOTIK®OV Kot push
£YKOTAGTOONG TOV TOPATAV® EVIAIOV TAKETOV
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hoaxes, ransomware

Emwowovia tov client povo pe IP, dniadn va pmopei va
S0VAEYEL O TEPUTTMGELS OOV HEV VILAPYOVV VANPEGIES
ovopoazodoaiog (DNS servers)

Avvototnta auTopaTng aviyvevong & kafapiopov tov
TPOUVOQPEPHEVTOV AMEINDY GE TPAYUOTIKO YPOVO

AVTONATY AVIYVEVOT TOV TEPUATIKAOV TOL PpicKovToLl 6TO

Avvordtnto emtAoyNc aviyvevong malware og SIKTLOKE \ r . . , .
i VIS AVIVELOTIS S TOTKo SiKTVLO, AKOLA KL 0V 0VTE dev aviKovv o€ Active

tonobecieg, on-demand kot o€ TPAYUATIKO XPOHVO

Directory
Hopéyeran Cloud reputation database yio apesotepn Ecayoyn AMotag Tov TEpHATIK®V TOV S1IKTVOL LLE TN ¥pNon
TPOGTAGiQ OO VEES OTEIAES CSV apyeiov

Yroompi&n texvoroyiov Advanced heuristics/DNA
Signatures/Script based attacks yia duvatéTnTo Cviyvevong
AYVOOTOV 1BV

H emxowovia tov servers kot tov clients dtac@oliletol pécm
certificate

Avvatodtto evepyonoinong o€ dikTvo ympig cOvVEeoT 610

A 0 Intrusion Prevention System . . R
vvorémra v Intrusion Prevention Syste internet (offline activation)

Ta signature files, Toxéta £ykatdoTOONS KO OTOWLONTOTE
AN vnpecio anorteiton propel vo StovEETol HEGE TOTKOD
HTTP proxy cache, pie ovtép0Tn TOQAKAUYT TOL OE
nepinTmwon mov dev givor 100€G10G 0 proxy server

AvvoToTnTa AmoTponnS YootV exploits

[Mepriappavetar Edeyyog Kot £180T0ING Y10, TO OV VITAPYOLY
EVNUEPADCELS Y10 TO AEITOVPYIKO GVOTNUA, KAOOG Kot 1
Sduvatdmnta va 500l eviodn evnuép@onNg Aettovpykon
GLGTNUOTOG

AvvoToTnTo AIoTPONG ransomware

Avvarotnra rollback towv detection engines o€
TPONYOVLEVT] EKOOOT| TOV LE TOVTOYPOV TOHCT TOV
EVNUEPDGEDV, EMAEYOVTOG TO KEVTIPIKA 1| amevdeiog amd To

[MapokorodOnon 6hmv tov clients kot Topaymyn reports Kot
oTATIOTIK®OV 68 TOAAES Lopés (TIpoypappaticuévae emails,
PDF, PS, CSV, Charts)

client

Avvatdtnto KateBACHATOG EVILEPDOCEMV LUE VEOTEPEG Avvatotto eviaiog Kopavtivag apyeiov mov aviyvevinkay
engines mov Ppiokovtol 6 SOKIHLAGTIKO GTAd0, v 610 10 dikTvO, LE duvatoTnTes TPoPorng clients avd
EMALYOVTOG TO KEVTIPIKA 1 amevBeiog amd o client amell, eéaymyn ko e€aipeon

O server dwyeiplong Uropel va Yivel yKatdoTooT Le TG
Topakato pnedddovs.

Avvorotnta va propet va yivel éva client update server yioo | o) Avtopatomomuéva pe ™ popen Wizard

To. vEdAowTa clients Tov StkTvOL B) Xepokivnta, eKTELOVTOG AVEEAPTNTO TOL THALATO TG
£YKaTAcTOONS

y) Qg mpogykateamuévo Virtual Appliance pe Linux OS

H eykoatdotaon g Pdong dedopévaov g Kovedrag yivetor
o€ £V0 VTOAOYIOTI OTOVINTOTE GTO ECOTEPIKO HIKTLO TG
gtarpiog (O og e€mtepid diktvo m.y. Cloud.)

Avvatotnra yio SSL/TLS filtering oto mpotéKoira
HTTPS, IMAPS, POP3S

Avvototnta prhokopicpotog OAmV TV GELIS®V ToV

Internet oe éva client kaBdg kot dwyeipion tv ceAidmV [Mapéyetan epyoreio eEléyyov KatdoTaong adeldv Kot apBpod
OV UTOPOVV v givat SLBECIUES GTO ¥PNOTN Ova EVEPYOTOMGEWMV, OKOMO KL 0V QVTEG £XOVV YIVEL EKTOG TG
Kotnyopia, .. ATOTPOTN ENICKEYNS G GEALdES social KEVTPIKNG KovoOAag (stand alone eykataoTdoels)

media, streaming videos.

Avvototta eEoyoyng Tov pubuicemv evog client oe apyeio

Ko loaymyng Tov puliicemv g GAAo client amd to 010 Topéyeton n Suvordnra dwyeiptong Android kot iOS

GLGKELMV PLECH NG 10106 KovaoAag (MDM)

apyeio.

Evoopatopévn epoppoyn mov Kotaypdgel TV Kotdotaon

TOV GLUGTNUATOG (EQAPLOYES, processes, services K.o.) — Hapéyetar ) Svvardtnta agentless tpostaciog pnyovnudtov
KOTOTV EVTIOANG TOTKG 1] OO TNV KOVGOAX - G€ [iia oe nepidirov VM Ware ympig eyxatdotocn AOYIGHIKOD
¥poviIKY oTiypn (snapshot) Kot amobnikevdet ta antivirus 6To AEITOVPYIKO GUGTNLLO TOV EIKOVIKOD
OMOTEAEGLLOTO Y10, GUYKPLOT TOVG LE TIV KOTAGTOOT TOV INYOVILOTOG

GLGTNUATOG OO SIOPOPETIKY YPOVIKY GTIYUT.

[apoyn Bootable Media mov mepiéyet to antivirus divovtog
™ duvatdTTo Yo KaBapIoHd TOL GVOTNATOG XOPIG Vo
ypealetat va EEKIVIIOEL TO AEITOVPYIKO GUCTILLOL

H eic0d0g atnv kovedra dwyeipiong pmopet va kKAedmbel pe
motonoinon duthov mapdyovta (2-factor authentication)

Kevtpum dwyeipion 6lwv tov clients tov teppatikav kot | Avvatdmra eEayoyng Tav logs kot events og e£0tepikod
servers ovotnua Syslog/SIEM pe v vrootpién tov IBM QRadar

Yrootpi&n noAlamidv opddmv Kot VTo-oUAd®V [E

SOVOTETIT. EQUPOYAC SLUPOPETIKGY TOMTIKGY Yia KAE To pevod g Kovoorag duayeipiong Kot Tov antivirus yio to

workstations va dwatifetor Kot oty EAAnvikn yYAdooa

mepinTmon
Eykotdotaon & aneykotdotoon g TpocsTtaciog LEs® Ag1movpyio TPOCMOPIVIG OTEVEPYOTOINGNG TOALTIKNG OVA
KeVTPIKNG kKovaorog (Remote deployment) client

Avvarotnta yio opddes dwyeipiong pe fdon wrotnteg
VTOAOYIGTAV, T.). OCVTOLOT OLAOOTOINOT] VTOAOYIGTMV LIE
Windows 10
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O1 Tpoo@opég Ba atrooTéAAovTal oTo MpwTdkoAAo — IMpaupareia Tou Noookopeiou, lodyeio AloiknTIKEG YTINPETieG O€
KAEIOTO o@payliopévo @AakeANo uéxpr Tnv Terdprn 04/11/2020 kai wpa 10.30 1m.4., WG €ENG:

» TMHMA NMPOMHGEIQN

» OIKONOMIKH NMPOZ®OPA ME THN ENAEI=H: «NA MHN ANOIXTET AITO THN YMHPEZ1A»

» YNOWIN Kag ApyaAidg AAeEavdpag

» KATAAHKTIKH HMEPA KAI QPA:. Terdprn 04/11/2020 kai wpa 10.30 m.u.

» TIA TO APIOM. MPQTOKOAAOY 23985/30/10/2020
211G TIPOOQPOPEG VA AVAYPAPETAL O KATAOKEUAOTIKOG OIKOG TWV £18WV Kal 611 @épouv onuavorn CE.
MapakaAOUPE TNV TIPOCPOPA OAG VO AVAPEPETE:

v' Edv Ta UAIKA gival eToigoTrapadoTa

v Edv 6X1 o€ TT600 XpoVIKO SidoTnua Ba gival n rapadoon

O AIOIKHTHZ

POYMIMATHZ AEQNIAAZX
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